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access-token: XXX

json payload: {
access-token: XXX,
token-id: XXX }

header:

L
'
'
'
'

password: string}

Authorization: [access-H(en value]
GET,POST,PUT,DELETE /endpoint

header: {

access-token: XXX,

refresh-token: XXX,
token-id: XXX}

Sect |rih’l

:| loadUserByUsername

token &g

___token expired
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MSA 7|Eto] HEDH| U3 HEH

Service Registry/Discovery — Eureka Server

() loT

[J Mobile

™ Browser

NIA ¢=XSE A TS

i OlO|=L= AfH

o)

API
Gateway

Metrics Store
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05 IV. Spring Cloud 7[2t2| Service Mesh <81 MSA 7Iitte] BED2IT A

Service Registry/Discovery — Eureka Server

0fo|32 MH|A QIAEIAS0| Eureka Server O XIS S=51H
APl 23 A| olfZ MH|AF 210} HE

894 AfH| A

n_ 0

API Gateway 2EEE AHIA 2|

<> - -
Rl 2
' 55 =l Eureka Server
29 *01' 71!
@ RPN e Ser\noe Discovery
SPRING CLOUD
Q) wwerEs  NIA $EXsHEA TS eGovFrame
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Service Registry/Discovery — Eureka Server

Eureka Server 0f] &5 H

SEE MHIASS 201 715

@ @ localhost

&) spring

System Status

o

LAST 1000 SINCE STARTUP

Environment N/A Current time 2021-10-12T09:37:20 +0900
Data center N/A Uptime 1day 15:46
Lease expiration enabled true
Renews threshold i3
Renews (last min) 24
DS Replicas
localhost
Instances currently registered with Eureka
Application AMis Availability Zones Status
APIGATEWAY n/a(l) (1) UP (1) - apigateway:e17a90b464fef02b44e0df2db9360e74
BOARD-SERVICE n/a(2) (2) UP (2) - board-service:6d5cc520272834c567dece96d0c01a00 , board-service:03fdc1bcbaad96b472d70a659c3e6e06
PORTAL-SERVICE n/a(l) (1) UP (1) - portal-service:d8144fee720bc9298890ed2a5f0d0daf
RESERVE-CHECK-SERVICE n/a(l) (1) UP (1) - reserve-check-service:3b44fb12758277ecelfaf7de3971f7fb
RESERVE-ITEM-SERVICE n/a(l) (1) UP (1) - reserve-item-service:56bf615b9b65314aac75e6e5ebbdedcc
RESERVE-REQUEST-SERVICE n/a(l) (1) UP (1) - reserve-request-service:040f5570cef69bcal579fa04f2e9ed39
USER-SERVICE n/a(l) (1) UP (1) - user-service:52602a6b76498aded793c939737e1a52

Q) wwers  NIA $EXsEEA TS
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% V. Spring Cloud 75| Service Mesh 7134
Circuit Breaker — Resilience4;

MH|A2| Z0H7t CHE M| A0 I E|X] 520l o{Of SHCt.

() toT

o)

[ Mobile API

Circuit Breaker

Gateway Dashboard

™ Browser

‘:) Spring Cloud
=¥ Sleuth

Message

Metrics Store Databases
Brokers

Q) xoEs NIA BaxsERAMNSY eGovFrame
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Circuit Breaker — Resilienced;

“ A'Iljléil'l:l_l-”
AxsH S7] H A

™ &

</>

e
rl IJ HIA[ZE

T

BRorME  NIA SRS HEAILXIZ Y eGovFrame
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Distributed Tracing — Spring Cloud Sleuth + Zipkin

=oh 2FE0IM MU A ZH ESiEE =6kl FA4ol0]
QF AP o2t

PLATFORM (CLOUDFOUNDRY, ETC)

I Spring Boot
) 10T Apps &) Service

o)

[] Mobile : API

Registry

(:) Circuit Breaker
Gateway Dashboard

™ Browser

Spring Cloud
Sleuth

Metrics Store Databases Message
Brokers

Q) xoEs NIA BaxsERAMNSY eGovFrame
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IV. Spring Cloud 7[92] Service Mesh 7+ MSA 7IEte| BEZRA B2
Distributed Tracing — Spring Cloud Sleuth + Zipkin

Spring Cloud Sleuth 7} Zipkin AHY| ME.E HS
Zipkin Off M&5610] AMH|A 7t ERjTS = §fn met

Zipkin Xy ENGLISH v & Search by trace ID

PORTAL-SERVICE: get /api/v1/menu-roles/{siteid}

Duration: 261.848ms Services: 2 Depth: 3 Total Spans: 9 Trace ID: b07ccf813e03461a 3. DOWNLOAD JSON

il »  PORTAL-SERVICE

|oms |87.283ms [174.565ms 261.848ms | get /apiv1/menu-roles/{siteid}

=
=) “$$Iambda$1696/1441565234 [54.494ms] Span ID:b07ccf813e03461a Parent ID:None
mrds/{boardno} [49.592ms] Annotations
= PORTAL-SERVICE | sefvice$$lambda$1696/1441565234 [49.
—C N —
get /apilvi/boards/Kboardno} [44.527ms]
8 menuroleserwce$$lambda$1696/14415652”
SHOW ALL ANNOTATIONS
get /api/vi/boardsKboardno} m
8 menuroleservice$$lambda$1696/1441565234 [52.110ms Tags
get /api/v1/boards/{boardn“
http.method
GET
http.path
/api/v1/menu-roles/3
mvc.controller.class
MenuRoleApiController
mvc.controller.method
findMenus
Client Address
61.253.112.176
el =3 X|&e
@) wrems NIA #ats3e gy eGovFrame
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Centralized Logging — ELK

5|3 MH|A

Y AMH[A

MSA 7[gte] BEIeI9/T gi=al

Logstash

& Z2{09 of
2l = o|o|Ef
L|

|C

Logstashe &%
INAEOR 74

47 molzatelyy

=
=

1

>

2l

0

Fermg  NIA $=XSEREAUEH

Elasticsearch

Elasticsearch&= JSON

T|gte] AR 24 2 B4

ATILct.

2R U H
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IV. Spring Cloud 7 [22| Service Mesh 1

Centralized Logging — ELK

O 27153 Kibana OlM

A24a} 8 Z#A5101 ol

o M < 192.168.100.148
& elastic
= . Discover +/ Options New Save Open Share Inspect
[~ Search KaL v Last 15 minutes Show dates
©  +Add fitter
logstash* °°° <= 7 hits Oct 19, 2021 @ 17:02:24.333 - Oct 19, 2021 @ 17:17:24.333  Auto v % Hide chart
QU Search field names 2
Filter by type 0 v ]
3 1
8
v Available fields 14
t _id
0
t _index 17:03:00  17:04:00  17:05:00  17:06:00  17:07:00  17:08:00  17:09:00  17:10:00 17:11:00 17:12:00  17:13:00  17:14:00  17:15:00  17:16:00
# _score @timestamp per 30 seconds
t _type
o Time O Document
@ @timestamp
1) @version > Oct19, 2021 @ 17:16:39.336 @timestamp: Oct 19, 2021 @ 17:16:39.336 @version: 1 app.name: apigateway app.name.keyword: apigateway host: 192.168.100.57
host.keyword: 192.168.100.57 level: WARN level_value: 30,000 level.keyword: WARN
t app.name
logger_name: org. cloud config.L 1cerCacheA onfiguration$L 1cerCaffeineV! ogger
t host
logger_name.keyword: org. cloud. \cer.config.L oConfi Logger
t level Spring Cloud L is currently working with the default cache. You can switch to using Caffeine cache, by adding it and
# level_value
I > Oct19,2021 @ 17:16:20.882  @timestamp: Oct 19, 2021 @ 17:16:20.882 @version: 1 app.name: config-server app.name.keyword: config-server host: 192.168.100.56
t logger_name
host.keyword: 192.168.100.56 level: INFO level_value: 20,000 level.keyword: INFO
t message
2 logger_name: org.springframework.cloud.config.server.environment.NativeEnvironmentRepository
#) port logger_name.keyword: org. cloud.config.server.environment.NativeEnvironmentRepository message: Adding property source: Config resource

thread_name

Oct 19, 2021 @ 17:16:20.881

file [/U

@timestamp: Oct 19, 2021 @ 17:16:20.881 @version: 1 app.name: config-server app.name.keyword: config-server host: 192.168.100.56

host kevword:

,38,

192 168.100.56 level:

templat i i ication.yml]' via location file:///U: i template

INFO level value: 20.000 level kevword: INFO

eGovFrame
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MSA RIS I 24

On-premise, laaS, PaaS(K8S, CF) H{Z£ 7}5

1ER) =Eci/=2 2E SEfFPE S| S21E L0/EIE
= (&
el = Yl
Tk 2fon

docker

;"dockerhub O
kubernetes

CLOUD FQUNDRY
MGradle

Q) TR NIA URXsERATZY eGovFrame
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Cloud Native = CF

CLOUD F@QUNDRY
£ <4

manifest.yml @ Jenkins

ZIPKIN

‘ CFPUSH o &{é

-
. 3 ubuntu

CLOUD F@UNDRY
:

i

TXPYR ECIRESHE

Q) woEs  NIA BaxsEEA RIS eGovFrame



V. BT SHA MSA 7|te] BXIaQlelS =al

Cl/CD 4 -CF

THRIE AAT}XHAN SEVEH XS0 2 2 EGHH
manifest.yml 7|22 Cloud Foundry O] A{H|AZ} H{EE =IC},

1 S2C m2ce| Cl/CD mo|xatel
» e -

249

%:,dg = L) Jenkins

_ Snir] Of=2)AH|0

HIET ——f TRHAE -l Ye e s PaaS HHE

=T webrook H8d
- DRXE 21| * Entity .« AAE3 = o HHEE IAIA]
o 2M/A7 * REST API
- QTAR )
manifest.yml _II ‘
O git Illlllllll‘
° Jira Software JUnlt MGradle I'IIF'L,- E‘EI‘-?—E
‘ ’ EAl:l

Q) awors  NIA #axsHEA TS eGovFrame
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Cloud Native — K8S
kubernetes

yaml|

Deployment Ing
ReplicaSet

-
. 3 ubuntu

‘ kubectl apply
O
W
HRPYE SaQC S

Q) woEs  NIA BaxsEEA IS eGovFrame
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Cl/CD 74 - K8S

INEE AT} HZ20 S2IHH AS2= 200
=7{ O|0|X|E M4510] =7 HIX|AEZ|0f| 22 5 AMH| AT} HYIE EICE,

i FHYEIA CI/CD mjojxalol
» .

249

gg = L) Jenkins
_ SiAR =2
&4 CHO| HIAE > - HIC
HU T —— TRIEIAE g2 [ wE=T O[O A8 PaaS HHE
 OI2HE 22| * Entity © AA S5 1= * HE TEAIA
o S/ * REST AP| SE-
- QA B " HEEEt (&)
o Jira Software JUI'llt ﬂGradle ’.‘_‘IIl-I'L,- E‘EI‘OE

C) ==

Q) #wors  NIA U=XSHEANSY eGovFrame
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